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ds Pokémon GO 


> Did you know? Pokémon GO has been 
downloaded over 100 million times 
since its release and averages $10 
million in daily revenue 


> The BBB (Better Business Bureau) 
warns of scammers leveraging the 
popularity of Pokémon GO 


> Phishing emails threatened users that 
their accounts would be frozen unles 
they pay $12.99 a month 


> Phishing email included a link to 
malicious site where you would be 
asked to login and your credentials 
would be compromised 
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X7 CAC Scan 


> The app is designed to scan 
ee Don’t Scan Your CAC! the bar code on the front of 
a military CAC and provide 
you a read out of the 
personal data including the 
name, SSN, DOD ID number, 
etc. 


> Title 18 U.S.C prohibits 
photographing or otherwise 

E reproducing or possessing 

742 Evergreen Teac Snail DoD ID cards... 

> U.S. Army Computer Crime 
Investigative Unit released 
Cybercrime Prevention Flyer 
alerting personnel not to 
scan their CACs 


rank, and DoD ID number of the CAC cardholder. 
DO NOT download or use any appiication designed to read the 


x hsimpson@example.org 


Unrivaled Global Reach for America ... ALWAYS! 


UNCLASSIFIED 


oJ App Issues 


>Did you know? There are over 2 million apps 
available for download on Google Play and 


Apple App Store 
>What ‘price’ do we pay for the convenience of 


these free apps? 


> Things to consider when using apps... 


> What information is the app collecting? 
> Location, audio, camera, photos, emails 
2,200,000 etc. 
aE > Does that information stay local to your 
device or is it sent elsewhere? 
> To the app developer, third party venders? 


> How can you tell? 
> Some apps will ask for access to your 
location or photos but some may run in the 
=mmodackground without your knowledge 
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oa References 


This brief and additional Information can be found here: 
https://eim.amc.af.mil/sites/Cyber/default.aspx 


Air Force Instruction 33-200 (31AUG15) 
www.e-publishing.af.mil 
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